HNugopmanmonHast naMsaTKa 11 HECOBEPLIEHHOJIETHUX 110 BOIIPOCaM
KHOep0e30nacHOCTH

B ceTH «MHTEpHED)

KoMIbIOTEepHBLIE BUPVCHI

KomnbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTb KOMITBIOTEPHBIX MPOrpamMM,
OTJIMYUTEITHOW OCOOCHHOCTBIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHUIO
(komupoBaHuw). B mgomosiHEHHME K O3TOMY, BUPYCHl MOTYT TOBPEIAUTH WIH
MOJIHOCThIO YHUYTOXKUTH BCE (haliibl U JAHHBIE, TTOJKOHTPOJbHBIE TTOJIH30BATEIIIO,
OT UMEHH KOTOpOro Obljia 3amylieHa 3apakEHHas mporpaMMa, a Takke MOBPEIUTh
WIN JJaXKe YHUYTOXHUThH ONEPAIMOHHYIO CUCTEMY cO BceMu (haitiamu B 1ienom. B
OOJIBIITMHCTBE CITy4aeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Hcnonb3ylh COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE
CephE3HBIN YPOBEHD 3aIIUTHI OT BPEJJOHOCHBIX MTPOTPAMM;

2. [locTossHHO ycTaHaBnuBaii matud (UUQPOBBIE 3arlIaTKH,
KOTOphIE€  aBTOMATHYECKH YCTAHABIMBAIOTCS C IEJNbI0  J0pabOTKH
OporpaMMbl) W JIpyrue OOHOBIIGHHUS CBOEH OMNEPAIMOHHON CHUCTEMBI.
CkaumBail UX TOJNBKO ¢ oduiManbHOro cairta paspaborunka OC. Ecnu
CYIIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE IO/ MpaBaMU IOJIH30BATENIs, a
HE aJMHUHHUCTpaTOpa. OJTO HE TO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX
IpOrpaMM MHCTAJUTMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4, Ncnonp3yii aHTUBUPYCHBIE POTPAMMHBIE POAYKThI U3BECTHBIX
IIPOU3BOUTENICH, C aBBTOMAaTHUYECCKUM OOHOBIICHHEM 0as3;

d. Orpannub  (GU3WYECKUH  JOCTYyH K  KOMIIBIOTEpY s
MOCTOPOHHHUX JIUII;

6. Hcnonwp3yli BHEMIHWME HOCHUTENH HWH(OpMAIUU, TaKue Kak
¢nemka, auck wnu (aitmn u3 HWHTEepHETa, TOMBKO W3 TPOBEPEHHBIX
UCTOYHUKOB;

7. He otkpeBaii kommbloTepHbIC (ailyibl, MMOJTYYEHHBIC U3
HEHAJIEKHBIX MCTOYHUKOB. Jlaxke Te (haidnbl, KOTOphIE MpuUCTal TBOU

3HaKOMbIH. JIyuIie yTouHU y HEro, OTIPaBIIsI JIU OH TeOe HX.



Cern WI-FI

C nomompto WI-Fi MOXXHO TONy4UTh OCCIUIATHBIM MHTEPHET-IOCTYI B

0O0I1IeCTBEHHBIX MecTaX: Ka(e, OTeNsaX, TOProBeIX LEHTPax M a’pornoprax. Tak ke
SIBIIIETCS OTJIMYHOW BO3MOXKHOCTBIO BbIXoda B MHTepHer. Ho MHOrme skcneprsl
CUMTAIOT, yTo obmenoctynubie WiFi ceTu He sBnstoTCa 0€30MacHbIMU.

CoBeTbI M0 6€30MACHOCTH PadOTHI B 0011e10CTYNHBIX ceTsix Wi-fi

1. He nmepenaBaii cBowo  JmuHyro  uWHOOpMaALUIO  Yepe3
obmenoctynaeie Wi-Fi cetn. PaGoras B HHX, XelaTelbHO HE BBOJUTH
NapoJid OCTYMa, JIOTUHBI U KaKHUe-TO HOMEPa;

2. Hcmone3yii W OOHOBISI aHTUBHPYCHBIC TMPOTPAMMBI U
Opanamayasp. TeM cambIM Thl 00e30MacuIllb ce0sl OT 3aKauyKh BUPYyca Ha TBOE
YCTPOKUCTBO;

3. Tlpu wucnonbzoBanun Wi-Fi otiroun ¢ynknuo «OO0mmii
JOCTYTI K (haiiyaM u nmpuHTepam». JlanHas GyHKIUS 3aKpbiTa 10 YMOJTYAHUIO,
OJIHAKO HEKOTOpbIE IOJIb30BAaTEIM AaKTUBUPYIOT €€ g yAoOcTBa
UCIIOJIb30BaHMs B paboTe min yuede;

4. He wcnonp3yét nyonuusasii WI-FI s mepenaum  JTUYHBIX
JAHHBIX, HAIIPUMED, JJI BBIXOJA B COIMANIbHBIE CETH WJIM B DJIEKTPOHHYIO
MOUTY;

5. Hcnonp3yit Tonbko 3amuiieHHoe coenuHenue yepes HTTPS, a
He HTTP, 1.e. mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mMoOunsHOM Tenedone oTkimroun GyHkiuwo «Ilogkmodenne K
Wi-Fi aBromarmyecku». He momyckaii aBTOMAaTHYECKOIO ITOAKIIOYCHHS

ycTporicTBa K cetssm Wi-Fi 6e3 TBoero cormacus.

ConmajJbHbIe CeTH

ConmanbHas CETh - 3TO CalT, KOTOPHIN MPEIOCTABIISIET BO3MOXKHOCTD JIFOJISIM
OCYIIECTBIIATh OOIICHHUE MEXIy co0oi B mHTepHeTe. Yamie Bcero B HUX IS
Ka)KJIOT'0 YeJIOBEKA BBIJICISCTCS CBOS JIMUHAS CTPAHWYKA, HA KOTOPOH OH YKa3bIBaeT
0 cebe pasznmmuHyro WH(OpPMAIWIO, HAYWHAS OT MMEHH, (DaMWINU U 3aKaHIMBas
JTUIHBIMH (poTorpadusmu. MHOTHE ITOIB30BATEIM HE TOHUMAIOT, YTO HHMOPMAITUS,
pa3MeIIeHHAs MU B COITUATBHBIX CETAX, MOXKET OBITh HalICHA ¥ HCIIOJIb30BaHa KEM

YTOJIHO, B TOM YHUCJIe HE 00s13aTEIBHO C OJJaruMU HAMEPECHUSIMHU.

OcHOBHBIE COBETHI 110 0€30MaACHOCTH B COUAJIbHBIX CETSX:



1. Orpanuyb CUCOK Jpy3ed. Y TeOs B PYy3biX HE JIOJKHO OBbITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJEH;

2. Janummaid CBOK 4YacTHYK >Ku3Hb. He ykaspiBali mnapouu,
TeneoHsbl, ajipeca, JaTy TBOETO POKIAEHUS U IPYTYIO JMUHYI0 HH(OPMAIIHIO.
370yMBIIIVIEHHUKU MOTYT MCIIOJIb30BaTh Ja)ke MHPOPMALIMIO O TOM, KaK ThI
Y TBOU POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amminai CBOK penyTauuio - AEPKU €€ B YHCTOTE W 3aJaBail
cebe Bompoc: XoTesl Obl Thl, YTOOBI JPYTrHe MOJIb30BATENH BUIEIH, YTO ThI
3arpyxaemis? Ilogymail, mpexjae 4yeM 4To-TO OMyOJMKOBaTh, HAMHMCATH U
3arpy3uTh;

4, Eciu Thl roBopuIllb C JIOABMH, KOTOPBIX HE 3Haellb, HE
UCIIOJIb3YH CBOE pealibHOEe UMSI U JPYTYIO JTMYHYIO HHPOPMALIUU: UMS, MECTO
KUTEJIbCTBA, MECTO yueObl U MPOUEE;

5.  WM3Geraii pasmemnienus Qororpaduii B MHTepHeTE, Trae Tl
U300pakeH Ha MECTHOCTH, 10 KOTOPOH MOXHO ONpPENETUTh TBOE
MECTOIOJIOKEHHUE;

6. Ilpu peructpauuu B COIHAIBHOW CETHU HEOOXOIUMO
UCIIOJIb30BaTh CIIOKHBIE TApoiu, cocTosimue u3 OykB U uudp u ¢
KOJMYECTBOM 3HAKOB HE MEHee §;

1. Jlns comuanbHOM CETH, TIOYTHI M APYTHUX CAaWTOB HEOOXOIUMO
UCIIONIb30BaTh pa3Hble TMapoiau. Torga eciad TeOs  B3JIOMAKOT, TO

3JIOYMBIIIJICHHUKHA I10JIYYaT JOCTYII TOJIBKO K OJHOMY MCCTY, @ HC BO BCC

cpasy.

DJIEKTPOHHBIC TeHbI'N

DNEKTPOHHBIE JIEHBIM — 3TO OYEHb YAOOHBIM CHOCOO IJIaTeXei, OJIHAKO
CYIIECTBYIOT MOIICHHUKHU, KOTOPBIE XOTAT MOTYUUTh ITH JACHBIU.

DNEKTPOHHBIE JEHBI'M TIOSBUJIMCH COBCEM HEJABHO M UMEHHO M3-32 3TOTO BO
MHOTHX TOCY/IapCTBaX J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke onn GyHKIIMOHUPYIOT ¥ O HUX YK€ MPOMUCAHO B 3aKOHE, ]I UX
pa3aeNsaioT Ha HECKOIBKO BUIOB - aHOHUMHBIE ¥ HE aHOHWMHBIE. Pa3zHuiia B ToMm,
9TO AHOHUMHBIC - 3TO T€, B KOTOPBHIX pa3pemraeTcs MPOBOIUTH Omeparuu 0e3
UACHTU(UKAIIMY TTOTH30BATENIS, @ B HC aHOHUMHBIX HACHTH(UKAIINH TTOTH30BaATENS

SIBJIAETCA 00s13aTEIIHLHOM.



Taxxe cienyer pas3nuyaTh dJEKTPOHHbIE (HUATHBIE JAEHBIU (PaBHBI
rOCY/IapCTBEHHBIM BaJIIOTAM) M 3JIEKTPOHHBIE HE(pUATHBIE JI€HbIM (HE DPaBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETBHI 10 0€30IACHOI padoTe € 3JIEKTPOHHBIMHU ACHbI AMH !

1.  TlpuBsku Kk cueTy MOOMIIbHBIN TenedoH. ITo caMblil YJOOHBIN U
OBICTPBIN CIMOCOO BOCCTAHOBUTH NOCTYN K cyeTy. [IpuBsizanHbIN TenedoH
IOMOYKET, €CJIM 3a0yAelllb CBOW MIIATEXHBIM Maposib WIHM 3aiJIelIb Ha CalT C
HE3HAKOMOI'0 YCTPOWCTBA;

2.  Hcnonws3yit opHopaszoBble maponu. Ilocie mnepexoma Ha
YCWJIEHHYIO aBTOpH3alMio Tebe yxe He OyJleT yrpokaTh ONacHOCTb KpaxkH
WIH TepexBaTa MIaTeKHOTO NapoJs;

3.  BeiOepu crnoxnsiii napons. [IpectynHukam Oyner He MPOCTO
yrajgarb CJIOXHbIA mapoib. HanexHslie mapojii — 3TO Mapoyd, KOTOPBIE
coJiepKaT HEe MEHee 8 3HAKOB M BKJIIOYAIOT B C€0Sl CTPOYHBIC U MPOMUCHBIE
OyKBBI, IU(PBI U HECKOJBKO CHMBOJIOB, TaKHE KakK 3HAaK JoJuiapa, (yHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOOM CBOM JIMYHBIE JaHHBIE Ha CaWTax, KOTOPBIM HeE

AOBCPACIIDb.

DJICKTPOHHAS MOYTA

DIEKTPOHHAS MMOYTa — 3TO TEXHOJIOTUS U MPEAOCTABISIEMBIE €0 YCIYTH IO
NEPECHUIKE U MOITYYCHHUIO JIEKTPOHHBIX COOOIICHHM, KOTOPHhIE pacIpeesaioTCs B
KOMITbIOTepHOH ceTH. OOBIYHO DIEKTPOHHBIM IMOYTOBBIM SIIUK  BBITJISIUT
CIeyIONMM 00pa3oM: UMS_TOJIb30BaTesI(@WUMsI_ToMeHa. Taxke KpoMme mepeadn
MPOCTOTO TEKCTa, UMEETCS BO3MOKHOCTH TIepe1aBaTh (pailiibl.

OcHoBHbBIE COBETHI M0 0e30NacHOI padoTe ¢ 3JIEKTPOHHOM MOYTOM :

1. Hano BwIOpaTh mpaBuiibHBIN TOYTOBBIN cepBuc. B MHTepHeTte
€CTh OIPOMHBIM BbIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIle
JNOBEPATH TEM, KOTO 3HACIIb U KTO MEPBbIA B PEUTUHIE;

2. He yka3piBaii B JWYHOW TIOYTE JIMYHYIO HWH(POPMAIHIO.
Hampumep, nydmie BeIOpaTh «My3BIKaNbHBIN (paHAT@» wanm «pok2013»
BMeCTO «TemMal3»;

3. Hcnonb3yli IBYyX3TanHYK aBTOPU3ALMIO. JTO KOrJa MOMHMO

MapoJsl HY’)KHO BBOOUTH KOJ, TPUCHIIaeMblii 0 SMS;



4, BoiGepu cnoxHbIM maposib. JJis Ka)XJ0ro MOYTOBOTO SIIIHKA
JOJIKEH OBITh CBOM Ha/I€KHBIM, YCTOMYMBBIN K B3JIOMY I1apOJib;

S. Ecnu ectp BO3MOXXHOCTH HAmucaTb C€CamMOMYy CBOM JIMYHBIN
BOIIPOC, UCIOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. llepBeit  mns
YaCTHOM IIEPENHUCKU C ajapecaTaMd, KOTOPBIM Thl JOBEPSEIb. IJTO
AJIEKTPOHHBIN aJIpec He HaJl0 UCTOIb30BaTh MIPU pErucTpaluu Ha GopyMax U
caurax;

7. He otkpsiBaii (pailsibl 1 1pyrue BIOKEHUS B MUChbMaX Jake ecliu
OHM IIPUILIM OT TBOMX Jpy3eH. Jlydlle yTO4YHH y HUX, OTIIPABIISIIN JIU OHU
Tebe 31U (aitisbl;

8. [locne okoHuaHusi pabOTHl Ha TMOYTOBOM CEpPBUCE TMEpes

3daKPbITUCM BKJIAJIKH C CaliTOM HeE 3a6y)15 Ha)kaTh HA «BeIiATHY.

KuoepOovJaJuMHT WJIH BUPTVAJIBHOE U31EeBATEJIbCTBO

KubGepOymmuHr —  mpecieioBaHME€  COOOIICHHUSIMH,  COJIEpIKAIIUMHU
OCKOpOJIeHMS, arpeccHio, 3aIlyTMBAHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHHUE C TTOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 110 00pbhle ¢ KNOEPOYJIJIMHIOM:

1. He 6pocaiics B 60ii. JIyummii cioco0: mocoBeTOBaThCS Kak ceOs

BECTH M, €CIU HET TOro, K KOMY MOXHO OOpaTuThCi, TO BHayaie

ycrokouThesi. Eciu Thl HAUHEIIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOIEHUS,

TO TOJIBKO €111e 00JIbIIe Pa30XOKeIh KOHMIUKT;

2. VYrpasnsii cBoelt kubeppernyTaiue;,
3. AHOHUMHOCT, B ceTd MHUMasg. CylIecTBYIOT CIOCOOBI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectu Xymuranckuii 0o0pa3 BUPTYaJbHON KU3HH.

WNuTepHeT GuKCUpyeT Bce TBOU ACHCTBUS M COXPAHIET UX. Y JAIHUTH UX OyAeT

KpaiHe 3aTpyIHUTEIBHO;

5. Benu cebs BeXINBO;
6. Urnopupyi €IMHUYHBIN HETaTUB. OnHopa3zoBbie

OCKOpOUTENIbHBIE COOOIIEHUSI JIydllle WUrHOpUpoBaTh. OOBIYHO arpeccus

MPEKpaIIAeTCs Ha HAYAJIbHOW CTaJuu;



7. bam arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH
COOOIIEHUSIMU, B COIMANBHBIX CETAX €CTh BO3MOXXHOCTH OJIOKHPOBKHU
OTIIPAaBKHU COOOILEHU C ONPEIETICHHBIX aAPECOB;

8. Eciu Tl cBugerens kuOepOymnuHra. TBou  AelcTBuUs:
BBICTYIUTHh TMPOTHUB TpECIeNoBaTeNs, MOKa3aTh €My, YTO €ro JCHCTBUSA
OLICHWBAIOTCA  HETaTWBHO, TOJJAEpXKaTh JKEPTBY, KOTOpPOH HYXKHA
MICUXOJIOTMYECKash MOMOIIb, COOOIIHUTH B3POCIBIM O (PaKT€ arpecCUBHOTO

ITOBCACHUA B CCTH.

MooOuanHbIN TeJIe(hoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COIEPKAT B ce0€ BIOJIHE B3POCIBIi
GyHKIIMOHANI, W TEenepb OHM MOTYT KOHKYPUPOBAaTh CO CTAaIllMOHAPHBIMHU
KoMIibloTepaMu. OIHAKO, CPEACTB 3aITUTHI IJI TTOJOOHBIX YCTPOMCTB MOKA OYEHb
Masio. TecTupoBaHuE U MOUCK YSA3BUMOCTEN B HUX TPOUCXOAUT HE TAK UHTEHCUBHO,
kak st [1K, To e camoe kacaeTcss ¥ MOOWIBHBIX MTPUIIOKCHHH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ TNPAKTUYECKH JIOTHAJIH
HACTOJIbHBIE aHAJOTH, OJHAKO paclIupeHue (QyHKIMOHAJa BJIEUYET 3a COOOM
OOJIBIITYIO CJTIO)KHOCTH M MEHBIIIYIO 3aITUIIIEHHOCTb.

Jlanexko He Bce MPOW3BOJMTENIM BBIMYCKAIOT OOHOBJICHUS, 3aKpPBIBAIOIIUE
KPUTHYECKHUE YSA3BUMOCTH JIJIsi CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO TesiedoHa:

1. byns octopokeH, Beap Korjaa Tebe mpeaiararoT OecIiIaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH,

2.  Jymai, npexnae dem otnpaBuTh SMS, ¢oro mmm Bumeo. Tor

TOYHO 3HAEIIb, TJI¢ OHU OyAyT B KOHEYHOM UTOTE?

3. Heo6xonuMo OOHOBIATH ONEPAITMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4.  Hcnonp3ydl aHTHUBHPYCHBIE TIPOTPaMMBI IS MOOHJIBHBIX
TeneOHOB;

5. He 3arpyxaii npuioXeHHs] OT HEU3BECTHOTO MCTOYHUKA, BEIb

OHHM MOTYT COJICP’KaTh BPEAOHOCHOE MPOTPaMMHOE 00eCTICUCHHE;

6. ITocie TOro kKak Thl BBIMJEIIL C CaiTa, TA€ BBOAWI JIMYHYIO
nH(pOpMaIIHIO, 3aiI1 B HACTPONKHU Opay3epa u ynanu cookies;

7. [Tepuonnuecku MpOBEpA Kakue IJIATHBIE YCIyT'!

AKTHBHUPOBAHbI HAa TBOCM HOMCPC,



8. JlaBai cBOil HOMEp MOOWIBHOTO Tejae(OHAa TOJBKO JIIOMISIM,
KOTOPBIX ThI 3HACITH M KOMY JTOBEPSICIIIb;
9. Bluetooth nmomkeH OBITH BBIKJIIOYEH, KOTJa Thl HM HE

noJsb3yenibes. He 3a0b1Bait mHOr 1@ IPOBEPATH ITO.

@OUIIMHI WIH KPaKa JHYHBIX JAHHBIX

I'maBHass mens QumuHT - BHAa VHTEpHET-MOIIEHHWYECTBAa, COCTOWT B
NOJyYeHUH KOH(HUIESHIIMATBHBIX JaHHBIX MOJH30BAaTEICi — JIOTMHOB U TMapoJieH.
Ha anrmwmiickom si3bike phishing uuraetcss kak guummur (ot fishing — pbiOHas
JIOBJIs, password — maposn).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GUIIMHIOM

1.  Cnenm 3a cBOMM akkayHTOM. Eciu ThI Mog03peBaeiib, 9To TBOSI
aHkera Obla B3JIOMaHa, TO HEOOXOJIMMO 3a0JOKHPOBAaTH €€ U COOOIIUTH
aJIMHHHCTPATOpaM pecypca 00 3TOM Kak MOXKHO CKOPEe;

2.  Hcnonw3yit Ge3omacHble BeO-CAThl, B TOM YHUCIIe, HHTEPHET-

Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Hcnonb3yi#i ciioXHbIE M pa3Hble Mapoiu. TakuM oOpa3oMm, eciu

TeOsI B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH IOJIy4aT JOCTYI TOJIBKO K OJHOMY

TBOEMY IPOQUIIIO B CETH, @ HE KO BCEM;

4.  Ecnu te0s B3110MaIH, TO HEOOXOJUMO MPEAYIPEIUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIEC JOOABJICHBI y T€OS B APY3bSIX, O TOM, UTO TeOS B3JIOMAJIN

M, BO3MOXKHO, OT TBOETO MMEHHU OYyJeT pacchliaTbCsi CIaM U CChUIKM Ha

(UITUHTOBBIC CANTHI;

5. VYcranoBu HanexHbI mapons (PIN) Ha MoOunbsHbI Tenedon;
6. OTkitoun coxpaHeHue mapossi B Opaysepe;
1. He otkpsiBaii (haitsibl 1 ipyrue BIOKEHUS B MUChMAaX JakKe €CIIN

OHM IPHUIIN OT TBOUX JApy3eH. Jlydile yTouHH y HUX, OTIPABISAIN JU OHU

TeOe 31U (aitibl.
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